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Abstract: The last several years have seen a significant increase in interest in big data across a
range of scientific and engineering fields. Despite having several benefits and applications, big data
still has some difficulties that must be overcome for a higher level of service, such as big data ana-
lytics, big data management, and big data privacy and security. Big data services and apps stand to
greatly benefit from blockchain decentralisation and security features. In this article, we present an
overview of blockchain for big data with an emphasis on current methods, possibilities, and up-
coming trends. We begin by providing a succinct explanation of big data, blockchain, and the pur-
pose of their integration. After that, we look at different types of blockchain assistance for big data,
such as blockchain for security in big data collection, data privacy protection, storage, and collec-
tion. Next, we examine the latest work on the utilization of blockchain applications for big data
across different industries, including smart grid apps and applications, smart city applications, and
smart healthcare applications. A few illustrative blockchain-big data initiatives are given and dis-
cussed for a good understanding. Finally, difficulties and potential directions are examined to ad-
vance research in an exciting field.

and Future
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1. INTRODUCTION

Over the past ten years, data traffic has spread at an un-
matched rate internationally, which is why "big data" has
received so much attention. The big data business is ex-
pected to reach around 250 billion dollars before 2025, Big
Data is a new generation technology being studied to evalu-
ate vast amounts of data and identify its key features like
analytics, knowledge discovery, and high velocity [1, 2]. Big
data is regarded from a comparative perspective as datasets
with very high dimensions and sizes that are unable to be
managed, stored, analysed, or collected by present database
methods. From an architectural point of view, big data is
defined as a database with exceedingly high volumes,
speeds, and representations that demand significant horizon-
tal scaling techniques for effective processing [3].

Difficulties, privacy, and security are crucial concerns
since big data usually incorporates many forms of sensitive
information, like names, addresses, ages, and banking infor-
mation. Many different techniques and solutions have been
researched for protecting data privacy and confidentiality,
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and reinforcement learning's potential applicability was ex-
amined in [4]. To improve the data standards and handle the
computationally in-depth activities required by IoT tools
while providing security and privacy guarantees [5]. Block-
chain can drastically change the way that present big data
systems are run. In this survey, we look at blockchain for big
data from all angles, including how it works, what it can do,
and what the future holds for it.

1.1. The State of the Arts Today and our Contributions

There have been several reviews released in related fields
over the past few decades due to the significance of big data
and blockchain. One of the very first studies on blockchain
was conducted to examine the security and privacy concerns
with blockchain applications [6-9]. The survey presented
game theory applications for blockchain systems, such as
games for managing mining operations, games for address-
ing security and privacy concerns, and games for blockchain
applications [10]. The use of blockchain in various technolo-
gies has been studied through several surveys. For instance,
the potential use of blockchain for IoT systems in addition to
related issues (including security, scalability, and data man-
agement) discussed [11-14]. The incorporation of blockchain
with 5G and edge computing platforms was investigated [15-
20]. Reviews of blockchain's uses and potential for smart
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grid networks were conducted for the polls [17, 18]. Recent-
ly, surveyed the uses of blockchain in the present healthcare
system [19]. A thorough analysis of the interoperability of
blockchain technology is provided [20]. A thorough analysis
of several experimental techniques, analytical models, and
theoretical blockchain modelling was published in other in-
triguing studies [21, 22].

The concepts and applications of big data analytics have
also been the subject of numerous surveys and given a sur-
vey of methods and tools for large data management [23].
Representative surveys may be found and big data analytics
have also been used in intelligent transportation and smart
grid systems [24, 25]. In conclusion, blockchain may en-
hance big data by improving data integrity, security, and
privacy, enabling real-time data analytics, enhancing data
sharing, and enhancing big data quality.

The blockchain application in developing private and se-
cure drone big data solutions was highlighted in a recent
article [26]. This review also put forth a secure plan for big
data from drones that were built on a four-layer architecture
comprising layers for users, data, clouds, and blockchain.
However, this study only discusses blockchain drones for big
data and is unable to go into great detail about the function
of blockchain for big data. Similar to our paper, other sur-
veys address the interaction between big data and blockchain
but they only offer cursory overviews rather than an in-depth
survey [12, 16, 27].

We specifically aim to present a thorough assessment of
blockchain for big data, covering foundational information,
contemporary methodologies, prospects, research problems,
issues, and future perspectives. This review’s main objective
is to examine the most recent research and conduct an as-
sessment of how well blockchain fits into applications of big
data.

We demonstrate how blockchain holds enormous prom-
ise for advancing big data analytics, including the admin-
istration of data sharing, improved security and privacy, con-
trol over unclean data, and improved data quality.

2. AN OVERVIEW OF BLOCKCHAIN AND BIG DA-
TA

This section provides background information on block-
chain, big data, and the drivers behind their integration.

2.1. Blockchain

To put it simply, the blockchain is a "distributed ledger"
of comparable data items, or "blocks," that are linked togeth-
er. Each block of this ledger is connected through cryptog-
raphy, and it is continuously growing. A blockchain's stored
data is a shared database that is regularly updated. The fact
that this database is not stored or gathered in one place is one
of the powerful advantages of the blockchain that contributes
to its high level of security. Because there are a few dupli-
cate copies of the ledger and a lot of personal computers
(PCs) on the network, it would require a lot of processing
power to get into the network and corrupt the records. Alt-
hough it is theoretically conceivable to quantify the amount
of computing power required to carry out a hack, this is prac-
tically impossible [28].
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The blockchain's "blocks" are made up of PC code that
contains information and can be altered to represent anything
from money to a birth certificate. Through secure encryption,
every "block" is linked to other blocks, creating the "chain."
This "chain" can be compared to any representation of a
conventional database because it combines data. When
viewed as a whole, the blockchain can be compared to an
accounting ledger, which contains a record of transactions.
The blockchain's programming relies on a "distributed ledg-
er" rather than keeping track of transactions on a local ledg-
er. In practical terms, the distributed ledger is also known as
the blockchain. A synchronised database that is stored simul-
taneously on thousands of PCs all around the world is the
distributed ledger. The ledger is widely distributed and has
had numerous undetectable copies at various times [29]. To
grasp the impact of this invention, one must understand dis-
tributed ledger rules.

Furthermore, as stated, "Blockchains are distributed digi-
tal ledgers that record, authenticate, and prevent duplication
of transactions using algorithms or an exact set of instruc-
tions without the need for a central authority," a more thor-
ough definition of the blockchain is provided. This definition
provides a more in-depth look at the blockchain by highlight-
ing its key characteristics and reiterating that it is both a dis-
tributed technology and a decentralised system.

2.1.1. Constructional Elements of Block Chain Frame-
works

Frameworks can be built with the help of blockchain
technology [30]. The primary building blocks of blockchain
frameworks are depicted in Fig. (1).

2.1.2. Data source

A database is a type of information structure used to store
data. By fusing information from several databases, it uses a
social model to provide increasingly composite techniques
for querying and information collection. Using a database
management system (DBMS), the stored data can be sorted.
The database is one of the core elements of the blockchain.
Considering that this is unquestionably not your ordinary
database with lines and parts, Instead, it is a record of all
previous transactions for each participant client in the block-
chain network. High-throughput, decentralised control,
changeless information storage, and implicit security are
characteristics of this type of database.

2.1.3. Miner

A miner is a central processing unit (CPU) that tries to
solve a computationally challenging numerical problem in
search of a new block [31]. To try to find the answer to the
numerical puzzle, the miners can either work alone or in
groups called pools. By informing all users of the blockchain
network of new connections, the process of discovering an-
other block is started. As the minor who discovers the block
purchases the expenditures or charges of all the transactions
in that block, in a few instances, the transactions with the
highest expenses are first selected from minors.

2.1.4. Mechanism for Consensus

Trust frameworks involve using the strength of the
scheme to monitor transactions. These are the foundations of
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Fig. (1). Blockchain building blocks [7].

the blockchain network scheme to monitor transactions. The-
se are the foundations of blockchain networks. They provide
the basis of blockchain applications, and since not all ap-
proval is obtained by consensus, we accept that the term
"trust framework" is preferred over that of "consensus mech-
anism." This fundamental tenet of trust guides the shared
goals and enthusiasm in blockchain architecture. The trust
architecture changes with each new player in the blockchain
market, creating variants that are specific to the stated block-
chain use cases [32]. The three pillars of blockchain innova-
tion are trust, exchange, and possession. The trust framework
facilitates transactions for trade between cooperating organi-
sations and exchanges between organisations. The ideal trust
framework for explicit use cases, such as P2P and sharing
economy models with several models, still need to be char-
acterised.

2.1.5. The Smart Contract

Smart contracts are PC protocols that support, validate,
or carry out the arrangement or execution of an agreement or
that obviate the need for a formal declaration. Most smart
contracts also have a user interface and frequently mimic the
logic of authoritative provisions. Many different types of
legally enforceable clauses can be made partially or entirely
self-executing, self-authorising, or both, according to smart
contract proponents. Smart contracts aim to provide security
that is superior to that conventional smart contracts and to
reduce other contracting-related exchange expenses.

2.2. BIG DATA

The background detail on big data's primary properties,
uncertainty, and the analytics techniques that address big
data's intrinsic uncertainty is covered in this part.

Big data was mentioned to be the upcoming frontier for
innovation, competition and productivity in May 2011. Over
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3.7 billion individuals used the Internet in 2018-a 7.5% in-
crease from 2016 [33-37]. The quantity of data formed glob-
ally increased from 1 zettabyte (ZB) in 2010 to 7 ZB in 2014
[38]. Variety, Velocity, and Volume (the three Vs) were
found to recognise the developing features of big data in
2001 [39]. The four Vs-Value, Velocity, Variety, and Vol-
ume-were also used by IDC to define big data in 2011. Ve-
racity was added as the fifth attribute of big data in 2012 [40-
42]. Although there are numerous other V's, we focus on the
five traits of large data, which are shown in Fig. (2).

Volume characterises the scope and extent of a database
and alludes to the huge quantity of information generated per
second. Because the amount of data and its type might affect
how it is defined, it is difficult to establish a common criteri-
on for large data volumes [43]. Currently, exabyte (EB) or
ZB-sized datasets are typically regarded as big data, although
problems remain for small-sized datasets [35, 44]. For ex-
ample, every hour, Walmart collects 2.5 PB from around a
million shoppers [45]. When attempting to study and com-
prehend the data and information at scale, many of the cur-
rently used data analysis tools may fail since they aren't in-
tended for massive datasets [35, 45].

Variety mention to the various data types that are likely
to be found in a database, such as multimedia and text in-
formation, which is random and challenging to analyse, but
structured data, such as that kept in a relational database, is
typically ordered and can be quickly sorted out. The semi-
structured data contains tags to divide data items (such as in
NoSQL databases), but it is up to the database user to en-
force this structure [43, 46]. The presentation of mixed types
of data, switching between different data types (like from
unordered to ordered data), and conversion to the database's
key structure during run time may cause uncertainty. Tradi-
tional big data analytics algorithms confront difficulties
when managing multi-modal, imperfect, and noisy data from
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Fig. (2). Common big data characteristics [36].

the perspective of variety. Such techniques (such as data
mining methods) can’t take well-formatted input data [34].
Although the dataset itself can also be affected by uncertain-
ty, this paper targets how uncertainty affects big data analy-
sis.

It might be hard to analyse semi-structured and unstruc-
tured data effectively since they originate from sources with
a diversity of data kinds and representations. Real-world
datasets, for instance, are adversely affected by noisy, con-
flicting, and insufficient data. To eliminate noise from data,
different pre-processing methods, such as data manipulation,
data integration, and data cleaning, are utilised. Techniques
for cleaning data address issues with data uncertainty and
quality created by variance in large data sets (e.g., incon-
sistent and noisy data). These methods for minimising dis-
tracting elements from the analysis method can considerably
improve the effectiveness of the analysis of the data.

Velocity is defined as the rate of data processing (ex-
pressed in respect of batch, streaming, real-time, or near-real
time), show up the demand that the rate of processing of the
data match with the production rate of the data [8]. For in-
stance, IoT gadgets constantly produce a lot of sensor infor-
mation. A pacemaker which reports emergencies to a facility
or doctor is an example of a gadget that monitors medical
information and may cause patient damage or death if data
processing and delivering the results to physicians is delayed
[40]. Similar to how real-time OS enforces rigorous execu-
tion timing rules on devices in the cyber-physical world, big
data applications may run into issues when their data is not
supplied on time.

The level of data quality is represented by veracity (e.g.,
imprecise or uncertain data). For instance, according to
IBM's estimate, impoverished data standards cost the US
financial system $3.1 trillion each year [41]. Veracity is cat-
egorized into three types: undefinable, terrible, and good,

terrible, since data may be noisy, inconsistent, unclear, or
incomplete. Trust and accuracy are difficult to start in big
data analysis because of the amount and variety of data
sources. For example, a worker may occasionally use an
identical account to post personal ideas on Twitter while still
utilizing it to publish official company information, making
it hard for any techniques built to leverage the Twitter data-
base to function properly.

Far from the preceding V's, which focused on indicating
the problems in big data, the value represents the utility and
context of data for a conclusion. For example, Amazon,
Google, and Facebook have applied analysis to enhance the
quality of big data in their products. To give product sugges-
tions and boost customer satisfaction and sales, Amazon
inspects a huge database of customers and their purchases.
To improve its position in Google Maps, Google gathers
location data from Android customers. Facebook keeps an
eye on user interest to produce friend-tailored ads and rec-
ommendations. These organisations have grown remarkably
as an outcome of data analysis, analysing huge amounts of
information and gaining and reclaiming insightful
knowledge that helps them make wiser business decisions
[47].

2.3. Motivations for Integrating Big Data with Block-
chain

The following is a discussion of the reasons for merging
blockchain with big data.

Enhancing Big Data Privacy and Security: As the quanti-
ty of devices attached to the Internet rises daily, so does the
volume of data being kept on external sites like the cloud.
This produces new problems, like data attacks or breaches
from interested outsiders [48]. Because of the reality that big
data is not stored within a company's web area, existing pri-
vacy solutions such as firewalls aren't able to tackle this is-
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sue. This is by enterprises that don't have authority over the
information. Blockchain, a warehouse of huge amounts of
information, can resolve this issue. It is exceedingly challeng-
ing for any unwanted access to the data due to the data's en-
crypted and decentralised storage in the blockchain network.

Enhancing Data Integrity: There is a possibility that
somebody will interfere with big data information to affect
the analysis forecast. It is virtually not possible to interfere
with the information acquired through the blockchain con-
nection thanks to the immutability feature of the blockchain.
It is nearly possible to render the information in blockchain
since doing so will require replacing it in not less than half of
the network's nodes. Moreover, the blockchain's stability
characteristic guarantees the correctness of the information
stored there.

Real-time data analytics is now possible thanks to the
blockchain's ability to store each transaction. Financial and
banking organisations may resolve cross-border business,
plus sizable sums, by enclosing real-time credit to a block-
chain combination with big data analysis. Financial organisa-
tions may also look at data interchange in actual time, which
gives them the ability to respond immediately to block trans-
actions, for example.

Improvement in Data Sharing: By combining blockchain
technology with big data, business providers can share in-
formation with stakeholders while minimising the risk of
information leakage. Moreover, since each observation is
recorded on the given blockchain, the inspection of the mas-
sive amount of data stored from different origins does not
require to be redone.

Enhancement of Big Data Quality: Data technologists
consume a lot of time integrating data because different ori-
gins use various formats when collecting data. Since the data
is structured and comprehensive when stored on a block-
chain, its quality can be improved. As a result, information
scientists can use high-quality information to produce more
precise forecasts in real-time.

3. BLOCKCHAIN APPLICATIONS FOR BIG DATA

Blockchain applications for big data are covered in this
area, as shown in Fig. (3).

3.1. Using Blockchain to Acquire Huge data Securely

Big data applications are becoming more popular nowa-
days, but they still confront significant security challenges.
In the process of processing data, gathering data is a crucial
step. Untrustworthy data sources and communication chan-
nels make data collection vulnerable to different dangers and
hostile attacks. As a result, safe data collection techniques
are essential for many data applications. To date, some re-
search projects have been conducted to offer secure data
collection. For mobile crowd sensing (MCS), for instance, a
safe massive data collection method based on blockchain is
presented [49]. As a result of a grouping of cloud servers and
MTs, an MCS system is formed. The MCS server records
various sensing-based tasks and picks MTs in the region to
execute them. Finite energy resources in MTs, the variety of
sensing equipment, and securing the sharing of data across
MTs are the biggest problems with data acquisition.
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3.2. Blockchain Technology for Secure large-scale Data
Sharing and Transmission

The application of blockchain to handle massive data
transmissions and sharing is the subject of research; an ex-
ample model is shown in Fig. (4). To share trustworthy data
at the edge node, for instance, presents in unique blockchain
approach [50]. The authors focus on leveraging proof-of-
collaboration to reduce the computational load at the edge
nodes throughout this procedure. Finally, hollow blocks and
explicit transactions were recommended by scientists as a
method to enhance the network's efficacy in the suggested
design. The authors propose a smart contract-based block-
chain system for licence-free spectrum access that enables
safe non-real-time data transport [51].

3.3. Blockchain as a Secure file System

Presently, the most common usage of electronic data and
information systems is in healthcare. Every day, an enor-
mous amount of data is generated, including medical photos,
records, diagnostic reports, efc. When shared with other
medical academies, electronic medical information can have
an impact on how patients are treated and their experiences.

The patient's privacy is threatened if the shared medical in-
formation is unlawfully used. To regulate access to medical
data, some controls should be put in place.

These kinds of security issues can be solved by using the
blockchain in conjunction with IPFS. A decentralised storage
system called IPFS was formed to deal with the issue of file
duplication. Before being stored in the cloud, the medical
information is encrypted using an attribute-based method.
Users' traits and policies are linked together by their private
keys and ciphertexts, respectively. Any user who has a per-
sonal key that complies with the access policy specified in
the ciphertext can decrypt the ciphertext. Blockchain is also
used to document the process of storing and retrieving data.
To prove the validity of user verification, the hash function
of medically acquired data is kept on the blockchain. A con-
tact point of disaster is avoided, and privacy for file storage
is helped by the decentralised blockchain architecture [52].

3.4. Training with Secure Data using Blockchain

The volume of data has expanded in many scenarios as a
result of the growth of cloud and edge computing. Several
machine learning and deep learning techniques are used for
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efficient data analysis. The most commonly used ML algo-
rithm is SVM, which is known for its accuracy and effec-
tiveness. Data and information for auto social platforms are
acquired from different sources, including vehicle manage-
ment corporations, automakers, and social network provid-
ers. The characteristics of information from different data
origins typically change. Due to different sources, entities
face the problem of data with insufficient characteristics
while training an SVM technique.

A blockchain-based SVM training approach that protects
privacy has been presented. This approach uses a homomor-
phic cryptosystem and blockchain consortium to construct a
secured teaching programme without the aid of a reliable
third party. Teaching procedures are carried out locally over
original information, and the blockchain consortium and
homomorphic cryptosystem safeguard interactions between
the parties.

3.5. Blockchain in Al Algorithms for Safe data Learning

The development of Al approaches was facilitated by the
vast creation and production of data from sensing, IOT, so-
cial media, and the web. For data analysis, the data may be
used with ML and DL techniques. These techniques are
based on a centralised server for training, which compromis-
es data security. Accordingly, the interpretation drawn from
Al is incorrect and dangerous. Centralised Al, when com-
bined with blockchain, was formed to focus on this problem.
By merging Al and blockchain, different restrictions are re-
duced. Data and information are benefitted from Al applica-
tions to understand, collect data, and make predictions.
When incoming data is collected from different trusted data
repositories, esteemed, and safe, these methods do better.

Blockchain suggests different secure surroundings for
transactions and data collection through different distributed
ledger techniques. Here, information remaining in the block-
chain with good integrity and resilience can’t be altered [53].
The results are unquestionable and reliable when smart con-
structors are applied to the learning process in Al techniques
to gain insights and conclusions. Accordingly, combining Al
and blockchain can produce an environment that is secure,
decentralised, and immutable for learning extremely com-
plex methods. Significant improvement is made achievable
by a combined system in various fields, including trading,
finance, medicine, and banking.

3.6. Blockchain for Large-scale data Processing Privacy
Protection

Nowadays, preserving privacy has become a top prefer-
ence due to ascending rise in data production. In this era of
big data, information is continuously acquired and reviewed
to produce progress in innovation and business. Large organ-
isations and businesses use the gathered data to enhance de-
cision-making, better serve customers and forecast future
trends. As a result, data has recently become a valuable re-
source. Big data is frequently used in smart cities to ensure
the quality of the air and water, monitor city traffic, and per-
form comprehensive maintenance. To protect privacy in ITS
for in-car navigation systems in smart cities, a blockchain-
based solution is suggested [54]. Users have access to differ-
ent security mechanisms, including the capacity to share data
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and information about location, speed, and other aspects
[54].

3.7. Blockchain for Huge data Storage and Privacy pro-
tection

User security is being targeted by the era of big data in
different digital issues. By obtaining, analysing, and manag-
ing the enormous volume of user personal data, third-party
organisations benefit from managing user data. Without the
consumers' knowledge, these third-party services are vulner-
able to security lapses and data misuse. Blockchain offers
several solutions to the problems user data faces. Block-
chain-using businesses don't raise security issues, and users
have few options for managing personal data. The specifics
of each transaction's disclosure of personal information, in-
cluding when, by whom, which, and what Blockchain priva-
cy-preserving solutions are becoming available, based on
crypto-privacy techniques, to provide users with control over
their data while enabling anonymity during digital transac-
tions [55]. To ensure the safe exchange of drone big data, a
blockchain-based privacy protection mechanism was created
[26]. The proposed system uses a cryptosystem based on
number theory to encrypt the data, resulting in cheap pro-
cessing costs for key generation, decryption, and encryption.

4. BLOCKCHAIN FOR BIG DATA INITIATIVES AND
APPLICATIONS

With its numerous uses across a wide range of industries,
blockchain technology has experienced tremendous growth.
The use of blockchain in conjunction with big data can be
seen in the data management and data analytics sectors.
Blockchain technologies, which are secure and widely used,
are used to store critical data in instances of data manage-
ment. Additionally, it can detect data tampering and assess
the validity of the data. Blockchain is used in data analytics
applications to examine trading trends and forecast future
clients, diseases, or business partners.

4.1. Blockchain Big Data in Smart Cities

Rapid urbanisation has resulted in the development of
smart cities, which call for efficient and thoughtful solutions
for the improvement of their administration, environment,
energy, and transportation systems. Such infrastructure solu-
tions are necessary for living in smart cities. Inadequate se-
curity, dependability, maintenance, flexibility, and prices,
however, are the source of a wide range of issues. Block-
chain technology satisfies requirements for IoT device
maintenance, energy efficiency, space, and transparency.

The research describes the usage of Hash functions, en-
cryption, a consensus protocol, and a Merkle root to guaran-
tee a transaction is not tampered [13]. The use of a Merkle
tree makes it even safer for carrying out smooth transactions.

Third-party auditors (TPAs) are big data-based auditing
tools that have grown significantly in popularity in recent
years. The centralised TPA frameworks are vulnerable to
security problems in the cloud environment. Decentralised
TPAs for smart cities with improved security and dependa-
bility have been developed using blockchain technologies.
The complete audit history is tracked by this system, known
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as the data auditing blockchain (DAB). A study [56] presents
a blockchain-based infrastructure for safe spatiotemporal
smart contract services. In smart megacities, the framework
offers a shared economy based on sustainable [oT. The mas-
sive production of big data has prompted the need to gather,
analyse, and use it to automatically predict any risky or ex-
traordinary events. To support the blockchain and other of-
fline processes, the architecture includes fog nodes that are
installed locally and device-to-device (D2D) communication
mechanisms. The MEC tower controls the load well by host-
ing the cloudlet apps, relevant databases, data storage clients,
and blockchain nodes. To do complex analyses like digital
forensics, emotion extraction, and other tasks, the data from
the blockchain, IoT, and social networks is finally put into
the Al engine.

The processing of transactions on the blockchain is, in
fact, far faster than it is on conventional financial systems.
Money may be transferred to foreign workers and interna-
tional tourists more quickly thanks to this technology. Faster
settlement of contractual accounts is also made possible by
smart contracts that run on the blockchain [57].

4.2. Blockchain Big Data in Smart Healthcare

A dramatic increase in the generation of medical data has
resulted from recent developments in the healthcare industry.
As an illustration, a common tool for treating patients who
are elderly in particular is the remote patient monitoring sys-
tem. However, despite their many advantages, these technol-
ogies have some problems that could seriously violate both
data security and privacy. The study [58] presents a system
that addresses these problems. Thus, the framework offers
patients access to and control over their medical records with
enhanced privacy and security.

A secure smart healthcare system employing blockchain
is suggested [59]. Furthermore, this kind of data is kept in
scattered formats rather than centralised cloud storage sys-
tems, allowing only those with patient consent to access it.
Wireless sensor networks (WSN) keep all the entities in this
framework connected to conduct seamless yet secure com-
munication, including IoT and EHRs.

Proposes an Ethereum protocol-based private blockchain
framework for connecting smart devices and sensors, that
was proposed [60]. These "smart" gadgets, also known as
"smart contracts," log every event on the blockchain. As a
result, these smart contracts assist in the real-time monitoring
of patients and also alert healthcare professionals when in-
terventions are necessary. The link in the blockchain ensures
authentication and removes any chance of EHR data tamper-
ing, which secures the recorded records.

4.3. Blockchain Big Data in Smart Transportation

Due to its potential to improve ITS, blockchain technolo-
gy has grown quickly. With the best possible utilisation of
pertinent infrastructure and resources, such innovations can
be exploited to build safe, dependable, and autonomous ITS
ecosystems. As an illustration, provided a seven-layer con-
ceptual model for ITS that may be used to describe the archi-
tecture and key elements of a blockchain-based system [61,
62]. The physical layer is where the various ITS-related ve-
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hicles, equipment, and assets are kept. The blocks of data
and related hashing, encryption, and Merkle tree methods are
provided by the data layer. The smart contracts and algo-
rithms that make up the contract layer turn on the block-
chain's data storage function.

In vehicle communication systems, security is frequently
a top priority. For achieving network security, the study de-
veloped a secure key management structure [63]. The study
makes use of security managers, who record information on
when vehicles leave the guarded area and package the blocks
that contain the keys.

Blockchain technologies, notably those used in car navi-
gation, not only provide security but also significantly con-
tribute to the privacy protection of ITS. The client app,
which is installed on the user's smartphone, and the main
app, which is installed on the server, are the two main appli-
cations that the system uses. It is believed that the server and
smartphone have been set up securely and that simple and
complicated security measures, depending on the user type
for data exchange, are utilised. To maximise the utilisation of
computational resources and minimise network delays and
overheads, all clients in the network are grouped into clusters
according to their location. Users of the system can choose
their privacy policies, which are then immediately applied to
the client application that offers precise transit routes.

The different issues relating to auto insurance that block-
chain may be able to resolve The insurers will be able to
trace their claims easily with the use of this technology by
searching the reliable ledger. By deploying mobile sensors to
collect streaming IoT data, this data was gathered. This in-
novative approach established transparent insurance and en-
couraged responsible driving to get insurance rewards.

4.4. Blockchain Big Data in the Smart Grid

The efficiency of procedures and operations in the energy
sector can be greatly increased with the use of blockchain
technologies. By accelerating the development of IoT plat-
forms and digital applications, big data and blockchain tech-
nology have the potential to advance P2P energy trading and
decentralised services. The control and management of de-
centralised energy systems and microgrids present problems
that the blockchain architecture is capable of resolving [64].

The blockchain architecture implements an encryption
technique for multidimensional data capture and reception
[65]. The control centre, the grid operator, and the grid sup-
plier all receive predefined blocks as part of the regulation
process, and after the decryption step, they receive plaintext.
The appropriate receivers first analyzed the multidimension-
al data. Control pieces are produced as a result of this. The
security and data integrity aspects are handled by these con-
trol components, which lowers transmission costs.

4.5. Blockchain Big Data Initiatives

It's also crucial to keep in mind that the usage of large,
diverse, and rapidly changing data is a key component of the
big data field of data science. But to draw the right conclu-
sions, the data must be examined to spot intriguing trends,
correlations, and patterns. But in this process, data security is
a crucial requirement. A distributed ledger system like
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blockchain, which records transactions that cannot be altered
or falsified, helps in this area.

4.5.1. Storj

Storj is an end-to-end decentralised storage project that
makes use of unused hardware and bandwidth capacity to
enable peer-to-peer storage contract authentication between
service providers and customers [66]. At the client's end of
the process, files are encrypted before being divided into
"shards" for convenience. For the farmer's side backups, the-
se shards are later saved three times. In contrast to more es-
tablished centralised cloud services, the customer only has
access to the data, increasing security. Renters can monitor
the farmer's files and cover the cost of this storage system's
upkeep using the Storj money. Without any additional charg-
es for setup or user requirements, the renters just pay for the
space that is used.

4.5.2. Omnilytics

Insights for the sales, marketing, and merchandising in-
dustries are provided by the blockchain-based big data ana-
lytics platform Omnilytics [67]. Data from diverse industries
are combined using a variety of technologies, including
blockchain, Big data, Machine Learning, Artificial Intelli-
gence and others.

4.5.3. Provenance

A blockchain platform called Provenance is primarily
employed in supply chain management, where it assists in
gathering crucial product information and sharing it in a reli-
able, safe, and open way [68-84]. Customers of the protocol
can access information on the items' place of origin, their
travel through multiple supply chain nodes, their quality, and
their environmental impact.

4.5.4. FileCoin

With the help of a decentralised storage network, traders
would be able to purchase and sell storage on a free market.
Using the cryptocurrency FileCoin, customers can rent stor-
age on machines with extra storage space. Customers pay in
cryptocurrency for the sharing or retrieval of data, and min-
ers make Bitcoin by providing storage and data services. A
proof-of-space-time (PoST) is a document that miners must
provide to the network when they mine a specific block to
verify whether a storage provider is carrying out the neces-
sary duties to store outsourced data for the allotted amount of
time.

4.6. Trading Platforms Using Cryptocurrency

As was previously said, Bitcoin was the first asset cryp-
tocurrency and the first decentralised payment system that
operated without a central bank or system administrator.
Transactions take place directly between users on a peer-to-
peer network, without the need for any middlemen. Block-
chain is a distributed ledger where transactions are recorded
and validated by network nodes using cryptography. Other
cryptocurrencies, like Ethereum, are used in addition to
Bitcoin. Ethereum makes it possible for programmers to use
the Ethereum network to pay for services and transaction
fees. Other cryptocurrencies that assist in converting curren-
cies or units of value, such as US dollars, euros, British

Recent Advances in Electrical & Electronic Engineering, 2024, Vol. 17, No. 3 237

pounds, and sterling, include Bitcoin cash and Ripple. Cryp-
tocurrencies like Dash and Bitcoin also allow for quick pay-
ments from regular people [64].

4.7. Cross-border Payments

Cross-border payments are the regional and international
transfers of money between different nations and regions.
These transactions take place as a result of international
trade, the settlement of foreign debts and claims, and other
settlement tools or payment systems. The high costs, high
fund requirements, and security flaws of traditional banking
systems frequently prevent them from accomplishing their
goals. Such delays in cross-border payment systems are reduced
by the use of blockchain. For instance, using the SWIFT and
VISA blockchains to start cross-border transactions.

4.8. Blockchain-Enabled Industrial Internet of Things
Technology

In IloT-based applications, the IIoT system plays a pri-
mary role that may produce smart connected assets, enable
IIoT, and connect operations with the following accom-
plishments: application development, big data analysis, and
connectivity. To resolve the above issues, the IIoT system
would consider the following conditions: (1) Cyber security;
(2) Data islands (3) ageing workforce; (4) integration of
technologies; and (5) visibility of assets For now, the IloT
may also notably affect users and customers behaviours.
Most common industrial facilities, such as vehicular ad-hoc
networks (VANETS), smart-grid IoT, micro-grids, etc., are
not able to connect to IIoT because they have internal intelli-
gence, and need interfaces to connect with IIoT. Instead, the
operators present in [IoT are accommodated with new tech-
niques like augmented reality (AR), which can produce bet-
ter forecasting and interacting method behaviours, which
consequently become easier to operate and simplify at en-
hanced efficiency [85].

4.9. Distributed Blockchain-Based Trusted Multidomain
Collaboration for Mobile Edge Computing in 5G and
Beyond

Mobile edge computing (MEC) delivers power to the
edge of networks and combines internet service and mobile
access networks in 5G and beyond. With the routine en-
hancement of services, security protection is very important
in a different MEC system for multi-server cooperation.
Moreover, most of the present techniques only consider the
security of users or applications, other than the security of
the network topology. For the sake of topology privacy and
security protection, this article utilises blockchain to con-
struct different MEC systems and takes on the role of a
bloom filter as a bearer for multi-domain cooperative routing
agreements without revealing topology security. Blockchain
is used to implement multiplex mutual trust networking and
collaborative routing verification through the membership
service and consensus mechanism [86].

4.10. Blockchain-Based Hierarchical Trust Networking
for Joint Cloud

The Internet of Things (IoT) is gradually maturing and
has already entered our daily lives, interconnecting more
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machines and making communication more convenient and
intelligent. Massive IoT devices produce innumerable pieces
of data that need to be analysed in joint cloud computation
(JointCloud) with diversified services. However, due to the
weak security of IoT devices, the existing JointCloud archi-
tecture hardly provides a secure, trusted trading environment
for users, which severely affects the applications in the IoT
network. By introducing the credit bonus-penalty strategy
(CBPS), HTJC can solve the trust problem and provide users
with a secure, trusted trading environment [87].

5. RESEARCH ISSUES

Here, we examine several pressing issues and suggest
many lines of inquiry for large data blockchain research.

5.1. Blockchain Security

IoT applications also contain data transfers from hetero-
geneous devices. Data security and privacy, which need
greater processing power (about 50% more) and where hos-
tile users attempt to falsify the block information, are some
of the significant services provided by the blockchain
through decentralisation [73]. 51% attack is the name given
to this kind of assault. The ecosystem is strengthened by
blockchain smart contracts to fend off double-spend assaults
[57]. Blockchain's distributed architecture, which distributes
each transaction across the entire network, makes fraudulent
block transactions more challenging. Even though block-
chain and big data are a fantastic match, there is still a secu-
rity concern around data analysis and big data methods used
to handle large data.

Social and economic effects of blockchain security: users
who are part of macro-level organisations are subject to se-
vere restrictions on the private blockchain, while users who
are part of micro- and Meso-level organisations are subject
to restrictions on the public blockchain. Because of these
unproven assumptions and constraints, blockchain must ad-
here to stringent security requirements. Academicians have
lost motivation as a result of the lack of knowledge systema-
tisation. Incorporating this into Bitcoin modelling has creat-
ed several unanswered questions because cryptocurrencies
are specifically dealt with as an incentive. The main cause is
a disconnect between distributed system security, game theo-
ry, and cryptography for security and incentive-based solu-
tions, respectively. The blockchain POS protocol always
favours the wealthier nodes, which are then chosen to partic-
ipate in mining, leading to economic inequalities across the
network's various participating nodes. Therefore, for the ad-
vantage of all network users, a security evaluation with an
economics-based focus must be conducted. A methodical
framework that depends on the idea of fairness in node
choice, producing opportunities for every node to address
this problem, is introduced [74].

5.2. Blockchain Sharding for Huge Data

Blockchain uses sharding as a technique to grow its chain
without sacrificing its decentralisation or hash power. The
vast data repository is divided into shards by sharding, and
each shard is kept in a different place. Blockchain uses a
variety of sharding techniques, including network, computa-
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tional, transactional, and sharding. The sharding strategies
can eliminate the storage, bandwidth, and computational
power limitations [75]. The management of the time series
becomes a difficult undertaking since different processes on
different shards have different timelines. Protecting the data
and information in shards from different attacks is another
major concern. Additionally, using just one shard for the
majority of cross-shard transactions causes that shard to
overheat. It must be watched over to prevent this data over-
load at any given shard. Therefore, to prevent hindering effi-
cient big data communications from diverse different plat-
forms, many interoperability difficulties about cross-shard
transactions must be taken into consideration.

5.3. Standardization

Blockchain was created to monitor the problem of digital
currency (cryptocurrency named Bitcoin). This makes it easy
to secure the transfer of digital assets between different
banks. Within hours, blockchain technology has completely
automated overseas payments made over the Internet, re-
gardless of topographical limitations. The old financial sys-
tem, in contrast, requires a remarkable amount of time to
process any financial communication from anywhere on the
globe. But due to interoperability issues, blockchain use has
been limited in breadth. These difficulties include not just
changes across different cryptocurrencies but changes in
various communications as well. Hence, cooperating and
integrating with previous systems with blockchain automa-
tion is hard. Thus, it harms blockchain's regulatory approval.
Incorporating and implementing standardisation to establish
ordinary technical law for every industry is one potential
remedy for this kind of open organization and analyzed
blockchain terminologies and several non-profit organisa-
tions' efforts to standardise blockchain [69].

5.4. Big Data Complexity

The rise of the Internet of Things and cloud computing
applications has caused a significant data buildup. The mas-
sive expansion of data in the information era has been ac-
companied by an increase in data management studies, like
unclean and dirty data and data privacy. The emergence of
big data has made data quality management considerably
more difficult. Furthermore, the companies must guarantee
the integrity of the data origin, data cleanliness, and breach
while managing larger and more complicated information.
This is because the entire digital modification of all heritage
data still poses a difficult problem. Blockchain can guarantee
data management security, but huge data management com-
plexity needs to be taken into account at the integration level.

The type of data, traditional analysis paradigms, and inef-
fective data rectifying tools are the three main problems with
big data. Due to large data's inherent complexity, it is diffi-
cult to describe and understand it, which raises the computa-
tional complexity. Big data advances from heterogenic ori-
gins with heterogeneity of patterns and behaviours. Complex
types of data, their design, more nuanced connections, and
broad quality are a few of the main qualities. Big data min-
ing tasks, including data retrieval, topic analysis, and mining
of text (semantics and sentiment extraction), are more diffi-
cult than classical data mining [70]. Computational models
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are created that are inefficient due to ignorance of these traits
and domain-based data-rectification methods. For the highest
level of abstraction in computational model creation, a good
grasp of the characteristics of large data, which is inherently
complicated, is essential. In other words, while combining
big data with blockchain in future applications, it is im-
portant to manage the complexity of the information.

6. FUTURE DIRECTION

The system performs poorly as a result of an unforeseen
rise in computing complexity brought on by the combination
of sophisticated large data having a blockchain. Therefore,
adaptive blockchain architectures ought to be favoured to
reduce the burden on computing resources for 5G networks
and blockchain connectivity, which can then be used for
quicker services. The management for integrating blockchain
having big data in the future is presented in this section.

6.1. Big Data-specific Adaptive Blockchain Design

The methodology was created for big data applications
that leverage blockchain for access control and are applied in
large-scale, real-time cyber-physical social networks [71].
The framework processes the local data dynamically at the
edge nodes using fog computing. Data communications that
need encryption to manage security are encrypted with a
simple symmetric technique. The blockchain is applied to
acquire and manage data and information connected to au-
thorising access, including authorization and authentication.
Experiments proved that the system is effective and worka-
ble, but that managing anonymity takes more time since each
authorization takes place on the blockchain. For a better re-
sult, the retrieval techniques must be strengthened.

A user may join the chain using the blockchain network,
depending on the consensus. PoS and PoW are fundamental
consensus approaches that have developed to let anyone join
the network based on stake (digital currency) and hash rate,
respectively. BigChainDB offers petabytes of storage, sub-
second latency (less than a second), and one million writes
per second. Additionally, it mandates granting access to plat-
forms that may be used with both private and public block-
chains. Similar to this, the Hadoop system hosts the HBas-
echainDB structure, an ascendable blockchain for big data
repositories. The Hadoop Hbase database serves as the foun-
dation for the blockchain's immutability and decentralisation.
However, this paradigm is highly suited for the adoption of
blockchain by businesses using the Hadoop environment.
Big data requires investigating a common adaptive frame-
work supporting many forms of blockchain.

6.2. Blockchain for Large Data based on the Fog, Cloud,
and Edge

The cloud's topmost layer, which is found at the peak of a
fog-cloud-edge hybrid system, is largely responsible for
handling high-level, extremely complex operations that de-
mand a lot of computational and storage power. The volume
of data created by connected devices grows with the number
of linked devices. Due to their sensitivity to latency, several
applications demand speedy responses when processing and
transferring data. Several technological problems develop if
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the responses are not received by the deadline. Fog and edge
computing was developed to offer effective services, control
vast volumes of information, and lessen computer complexi-
ty in response to these problems. To coordinate resource
allocation between edge devices and cloud servers, the fog
computing layer serves as a middleman. The fog computing
layer serves as a bridge between edge devices and cloud
servers. Fog computing makes use of powerful computers
called fog nodes. The fog nodes are placed at the edge of the
network and have a faster rate of data collection, analysis,
and processing. As a result, there is less traffic, and the ser-
vices are provided faster. The fog computing layer would
alert the cloud server for assistance when it is necessary to
store and analyse huge amounts of data [76].

Instead of sending data to an area gateway, the edge layer
calculates data locally on the sensor or end device. The sys-
tem can easily become overloaded due to its limited capacity
for storing and processing. To deal with the problems posed
by high computational and storage operations, fog and edge
computing are coupled. Fog nodes ensure better services and
lower latency for the user because they can manage massive
amounts of computing data. The device layer employs
blockchain technology to create a decentralised trust model,
enhancing the cloud-fog-edge architecture's overall validity.
A block is created at the fog computing layer in response to a
transaction request from an end device and broadcast to all
participants for validation and verification. A block is added
to the integrated blockchain once it has been verified by eve-
ry participant. When the blockchain is kept on a cloud serv-
er, the transaction is finally finished [77].

Blockchain for cloud-based big data: A system for im-
proving the present building information modelling (BIM)
by fusing tamper-resistant blockchain and mobile cloud with
big data sharing was proposed in [78]. BIM collects a re-
markable amount of information during the project and uses
historical information to make some decisions. For data
provenance and auditing in BIM as a cloud-based service,
the framework leverages a personal blockchain that has been
approved by a trusted centre (computation and outsourced
storage). The block size, security, hashing time, and packag-
ing period are applied to calculate the system [84]. The re-
sults illustrate that blockchain could help BIM progress for-
ward by solving data quality and security challenges.

Blockchain for large data based on mobile edge compu-
ting: A good way to obtain low-latency responses while re-
ducing computer power through local data processing is to
combine mobile edge computing (MEC) and blockchain.
Data transfers joining a single demander, a single supplier,
many providers, and many demanders could take numerous
forms in a smart toy domain. The ids are acquired and au-
thenticated for every data interchange with smart contracts
(handling accounting). The complex bookkeeping in the
market for smart toys is managed by Chaincode, a blockchain-
based smart contract. The local client calculations are pro-
cessed via edge-based computing to make sure minimum re-
sponse times. The framework ensures that members of smart
toy organisations may communicate information in a way that
is private, scalable, adaptable, and secure. In the same way,
introduced an insubstantial RFID-enabled recognition system
based on blockchain for supply chains with 5G MEC [72].
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6.3. Blockchain-based Big Data and Software-defined
Networking

By improving network authorization and producing a
quicker response to changing requirements, software-defined
networking (SDN) makes the network agile and flexible.
Both techniques gain from the seamless combination of SDN
and big data [79]. Big data might help with many issues,
including resource efficiency, data scheduling, transmission,
cloud processing, and data delivery. Big data could also be
helpful for SDN-managed interactions, security flaws, and
traffic data inside and across data-centric networks. Even
though they complement each other very well, there are a
few unresolved issues. The SDN controller occasionally suf-
fers from overloaded queries that impair its performance,
rendering it unable to handle increasingly extensive large
data entries, providing a scaling difficulty and creating a
single point of failure. Unintelligent network switches with
limited resources have the potential to overwhelm the SDN
controller with raw data packets, adding to the burden of
processing. It's crucial to keep in mind that the creation of
large data applications cannot be done in a high-level pro-
gramming environment. To be more specific, SDN has
greater security flaws. Big data and SDN could complement
one another more effectively when combined with block-
chain and faster 5G, which makes them irreversible and scal-
able. While 5G allows for quicker processing, blockchain
could help SDN's scalability and security problems.

6.4. Integration of Big data and Blockchain in Industry
5.0

The 5™ industrial revolution (Industry 5.0), which will be
necessary for balanced innovation in the digital age, will
only require human labour on manufacturing floors to inter-
act with collaborative robots and AI (COBOTS). The cobots
would be tasked with labour-based tasks, while creativity
and human intelligence would be utilised for manufacturing.
Mass personalization to meet the expectations of clients for
customization and waste reduction through the bio-economy
are the main priorities of Industry 5.0 [80]. In Industry 5.0
standards, blockchain will offer a safe transfer of data for
large data aggregation from intelligent tools. The blockchain
will be used by Industry 5.0 to safeguard massive amounts of
data and harness extreme automation. Digital twins could be
developed to manage a digital model of the actual world and
ensure information transparency as the number of entities in
the hyperconnected network keeps rising dramatically. The
digital twin, a feature of Industry 5.0, is the digital presenta-
tion of physical devices used by an organisation for its intri-
cate business requirements. This includes people, equipment,
and business processes. Industry 5.0's digital twins include a
digital representation of the product in its designed, manu-
factured, and maintained states, as well as real-time data on
precise production methods, product configurations, and
equipment. Because digital twins are so dependent on infor-
mation, blockchain could be used to manage huge amounts
of data securely for complicated process representation. As a
result, Industry 5.0 is confident in its ability to use block-
chain as an enabling technology to tackle high automation
with Big data and a secured digital twin [81].
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6.5. Big Data from Blockchain in Federated Learning

Federated learning (FL) is a collaborative machine learn-
ing technique that uses edge devices for decentralised train-
ing models. In FL, a central server aggregates locally trained
forecast models using on-device intelligence to create a
global shared model, which is subsequently, distributed to all
edge devices [82]. FL gains knowledge from a large number
of diverse local datasets. As a result, algorithms for big data
analysis can retrieve relevant data with market trends and
potential correlations needed for modelling. Without sharing
the data, FL enables several entities to develop a viable
shared model. Therefore, a privacy-focused approach is
made possible by FL learning solely from the shared predic-
tion model while the user's edge device keeps the private
data. Although FL guarantees privacy-preserving data ex-
changes, the centralised aggregator may still be vulnerable to
attacks from hostile middlemen (customers or manufactur-
ers). Because both blockchain and FL are decentralised, they
can work together to create a trusted analytical chain in
which blockchain records interactions between central serv-
ers and edge devices. FL globally trains the scattered data in
parallel. This collaboration ensures that interaction logs can-
not be altered, making it possible to track down any mali-
cious breaching behaviour by the intermediates [83].

CONCLUSION

A lot of people are interested in using blockchain, a revo-
lutionary ledger technology, to enable large data systems
with very effective network management. We have under-
taken a cutting-edge analysis of the use of blockchain for big
data in this paper. A lot of people are interested in using
blockchain, a revolutionary ledger technology, to enable
large data systems with very effective network management.
A cutting-edge analysis of the use of blockchain-based big
data has been completed. The limitations in applications of
blockchain-based big data were also discussed, and they will
serve to spur further study in this field. To be more precise,
the crucial problem with applications of blockchain-based
big data is maintaining a balance between security and priva-
cy. Additionally, it was noted from the surveys examined
that there has been a delay in the extensive testing, deploy-
ment, and commercialization of combined technology, which
unquestionably needs more attention. To validate and get the
full benefits of this technology, scalable commercial imple-
mentation in contemporary smart setups represents a promis-
ing future topic.

Big data and blockchain do indeed work well together.
Who will be the first to create the most suitable and skilled
Al/machine learning framework for application at the peak
of blockchain-produced data layers that are immutable,
transparent, and distributed in the true question at this point?
The business that accomplishes this will make a lot of mon-
ey.

We might anticipate seeing greater development in the
interaction between Big Data analytics and blockchain as
this industry's breakthroughs continue. As technology ad-
vances and more innovations occur, more real-world use
cases for managing data analysis and Big Data will be creat-
ed and investigated.
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